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Abstract—The increased implementation of smart grid tech-
nologies in the power distribution grid presents unique op-
portunities that enable resiliency, but also brings challenges
motivating needs for novel solutions and mitigation techniques.
The bi-directional power and data flow allow for the grid to
operate with increased resiliency, which is the ability to avoid
discontinuity of service to end-use loads during extreme events.
However, in applications where control of the distribution grid
or microgrid relies on communication networks, the degradation
of communication systems in the form of loss or high latency can
cause maloperation and result in loss of end-use loads. This paper
presents a novel framework to enable delay tolerance of central-
ized microgrid control schemes to mitigate communication system
latency impacts and guarantee successful control action. We
demonstrate the delay tolerance on a control scheme that operates
a battery energy storage system (BESS) to offset the sudden loss
of generation and maintain system frequency. During periods
of severely degraded communication system performance, the
proposed delay-tolerant algorithm compensates for the latency
by utilizing a data-driven model generated at the device level
using dynamic mode decomposition (DMD) to determine the per-
formance of the communications. The DMD technique predicts
the system’s frequency using device-level terminal measurements
and provides updated control signals. The HELICS cosimulation
platform evaluates the cyber-physical interaction of the power
system model in GridLAB-D, the centralized control agent in
Python, and the discrete network model in NS-3. The framework
is tested and validated on the IEEE-123 node system modified to
represent a networked remote microgrid model, and the results
show an improvement in the dynamic performance of the control
scheme when subject to communication delays.

Index Terms—Microgrids, power distribution system, re-
silience, delay tolerant control, dynamic mode decomposition,
data-driven.

I. INTRODUCTION

RESILIENCY is increasingly becoming an essential at-
tribute of the power grid in the wake of more frequent

extreme weather events. There has been a focus on the
decarbonization of the grid through the adoption of renew-
able technologies [1]. These renewable resources are non-
dispatchable and contribute to more generation penetrating the
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power distribution system (PDS) at the grid’s edge, thereby
requiring advanced controls. However, the higher renewable
distributed generation mix help greatly in the decarbonization
of the grid. The infrastructure required to support increased
renewable distributed renewable generation, decarbonization
and resiliency capabilities has become more sophisticated and
efficient to provide reliable power to the end-use loads. From
a centralized transmission system with a producer-consumer
model to a more decentralized and distributed prosumer model,
the collective transformation of the PDS is driving an increased
proliferation of advanced controls, energy management sys-
tems, sensor networks, computing resources, and communica-
tion infrastructure. All these upgrades are incremental steps
towards the resilient and optimal control of the PDS.

Communication infrastructure can support various control
techniques, including but not limited to, protection [8], Volt-
VAR optimization [9], optimal dispatch of DERs [10], market-
based controls [11], demand response [12], reconfiguration
[13] and utility business operations [14]. The architecture of
such communication-assisted control schemes in traditional
PDS is largely centralized. Sensor networks send information
to a centrally-located controller where the control process
determines actuation requirements, and the actuation is wired
back to the impacted device through a communication net-
work. Alternative modes of control schemes viz. decentralized
and distributed provide solutions to single points of failure in
centralized control schemes.

Microgrids have shown great potential in enabling system
resiliency [15] and are of great interest. The integration of
communication systems to microgrids provides more signif-
icant avenues for optimal control but attaches another layer
of susceptibility to the overall problem. In addition to pro-
viding resiliency to the system by increasing their ability
to serve critical loads during high impact, low frequency
(HILF) events, communication-assisted microgrid controls can
be affected by the same phenomenon threatening the PDS
(like hurricanes taking out communication back-hauls). Large-
scale communication network failures have been reported
following HILF events. Hurricane Maria left Puerto Rico with
up to 95.6% and the U.S. Virgin Islands with 66.0% cellular
communication sites out of service [16]. Another source of
communication network delay stems from shared data traffic
systems where these control algorithms operate through exist-
ing communication channels, thereby sharing bandwidth with
other applications such as metering, SCADA, and enterprise
data.
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TABLE I
SUMMARY OF KEY RELATED WORK FOR COMMUNICATION-ASSISTED CONTROLS OF MICROGRIDS

Ref. Controller
architecture

Power system model Communication system Delay consideration

[2] Hierarchical control Canadian Urban Benchmark
System - 9 nodes with 4 DGs

No communication system model Modeled as constant transport
delays of 0.1 s, 0.15 s, and 0.22 s

[3] Distributed control Laboratory setup with 2 DGs
forming an islanded microgrid

No communication system model Modeled as constant transport
delays of 0.2 s, 1 s, and 2 s

[4] Distributed control Laboratory setup with 4 DGs
forming an islanded microgrid

Communication system model
modeled as graph

Link failure

[5] Distributed Cooperative
Control

Laboratory setup with 4 DGs
forming an islanded microgrid

Sparse communication network Link failure

[6] Distributed control Power system model modeled
as graph

No communication system model Not considered

[7] Decentralized control Laboratory setup with 4 DGs
forming an islanded microgrid

No communication system model Not considered

※ Hierarchical control
and Local control

Unbalanced model of IEEE
123 node feeder

Star architecture with Point-to-Point
links modeled in a discrete-event
network simulator

Variable delay considered as
result of network congestion in
communication links

※This paper.

Earlier works have discussed the interdependence of com-
munication system performance and the successful operation
of power system controls. Reference [17] presents the for-
malization of the communication system adequacy to support
power system applications. Reference [18] presents some
baseline values for communication system latency in power
system applications with delays between 40ms for digital
fiber optics to above 100ms for analog radio channels. Some
microgrid controllers affected by delays fail to realize their
control objective successfully and lead to system failure.
Reference [19] presents a cosimulation-based framework for
the evaluation of power system dynamic performance un-
der communication degradation. This work demonstrated the
impact of communication system delays on delay-sensitive
applications, in this case, the ability of a centralized controller
to maintain the stability of a microgrid system through the
dispatch of BESS resources during periods of photo-voltaic
variability. The frequency regulation application of BESS in
mitigating the variability of renewable generation is explored
in [20] and design considerations in sizing and maintaining
the life of utility BESS for rapid discharge applications are
presented in [21], [22]. Typically, integrated PV-BESS systems
use short-term forecasts to dispatch BESS in response to the
uncertainties of PV generation [23]. However, in case of a
sudden drop of PV generation, BESS can be utilized as a
resiliency resource and dispatched to provide real power and
frequency support. The reference [24] investigated such an use
case and analyzed the impact of communication delay, packet
loss, and packet manipulation on the resiliency performance
of the microgrid. The work uses the HELICS cosimulation
framework [25] to model the cyber-physical subsystems in
different simulators and synchronize the simulations to study
the interactions of the changes in each subsystem. The use
case presented shows the loss of system resiliency due to
increasing communication system delays. Since failure of such
control application impact the overall operation of the critical
microgrid (e.g. military base) and can directly lead to system
failure, such applications can be considered mission-critical.

A power distribution/microgrid controller operating over

a degraded communication system shows diminished perfor-
mance [2]. In [3], [4], distributed microgrid controls are shown
to exhibit some level of robustness to delays. Reference [5]
shows distributed averaging as a viable concept to utilize
sparse communication networks to achieve acceptable micro-
grid control performance in the face of communication failure.
In [6], the authors provided a solution to high volume data
traffic to obtain optimal power flow by proposing a distributed
power management scheme that operates over low bandwidth
wireless network with inputs from just two sensors, thereby re-
ducing the data required for successful operation. The authors
acknowledge that centralized schemes provide overall better
performance at the cost of high reliability communication
networks and do not comment about the impact of delays in the
scheme. Another approach seen is to eliminate communication
networks altogether, like in [7], where a decentralized control
method for low-voltage DC microgrids is proposed without
the need for communication links by considering unequal
line resistances for enacting droop controls. These techniques,
however, (a) do not apply to mission-critical applications,
(b) assume fixed or no communication delays, and (c) re-
quire coordination between the different controlled devices.
Other techniques like using high-reliability communications
like point-to-point fiber optic links between controller and
devices or adding redundancy are prohibitively expensive. A
comparative analysis of communication-assisted controls in
microgrid systems is shown in Table I.

We extend the work presented in [24] and incorporate the
concept of delay-tolerance using a data-driven approach.

The key contributions of this work are:
1) Proposed a computationally fast, data-driven approach to

facilitate a backup control action to achieve successful
microgrid operation during periods of low communication
performance.

2) Developed a Dynamic Mode Decomposition (DMD)
based algorithm that utilizes terminal frequency measure-
ments and dispatches a local setpoint for the BESS in
the case of delayed actuation signals from the microgrid
controller.
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Fig. 1. Conceptual Model of Communication Assisted Controls in Microgrids

3) Established a proof-of-concept of achieving delay
tolerance using measurement-based models to predict
controller-communication network performance and cor-
rect deviation in control objectives by transferring control
from centralized microgrid controller (MGC) to the local
controller.

4) Developed a four model co-simulation setup to capture
the interaction of the islanded microgrids, communication
networks, communication assisted controls, and measure-
ment based models.

Delay tolerance can be an important attribute for commu-
nication assisted controls for microgrids that are supported by
legacy communication networks that do have high reliability.
The data-driven methodology presented in this paper can help
impart delay tolerance to such systems.

II. DELAY TOLERANCE IN CONTROLS

Communication-assisted control actions are affected by the
failure of the signal to reach on time (channel delay), loss of
the signal in transit from the controller to the device (packet
loss), or failure of the controller to present a valid control
signal on time (process delay).

TABLE II
METHODS TO ENABLE DELAY TOLERANCE IN SMART GRID

APPLICATIONS

Delay tolerance approach Specific measures

Communication techniques Software defined networking
Dynamic routing
Distributed coordination
Routing optimization

Optimization Variable selection
Approximation schemes

Control architecture Distributed
Decentralized
Local autonomous
Hybrid controls

Controller design Robust
Adaptive

Tolerance in this paper is defined as the ”successful opera-
tion of the control action in spite of presence of significant
communication system delays”. Some causes of delays in
smart grid communication networks include:

• Process delays due to increased data traffic volume
– Communication link congestion from increased data

traffic

– Computation delays in communication nodes routing
traffic

• Propagation delays due to physical constraints
– Distance between nodes
– Obstacles in line of sight communications
– Electromagnetic interference from thunderstorms, solar

flares, etc.
– Physical loss of communication nodes

• Cyber-attacks
– Network congestion attacks
– Man in the middle attack

Some techniques to introduce delay tolerance in the system
are shown in Table II. The advantage of using communi-
cation network techniques is lower cost due to the ad hoc
nature of the solutions and increased efficacy of the delay
reduction. Networking measures can also be leveraged for
resilient controls by the restructuring of the communication
networks during extreme events or cyber-attacks and providing
cyber security [26]. This work, however, is agnostic to the
source of the delay. We consider the proposed work a potential
solution to maloperation caused by delays in critical microgrid
applications, allowing the implementation of delay-sensitive
applications over legacy and shared, high traffic communica-
tion networks.

III. DELAY TOLERANT FRAMEWORK FOR RESILIENT
MICROGRIDS

Fig. 1 shows the conceptual model of communication-
assisted controls in a typical networked microgrid system,
where measurements and centralized control are enacted over
a communication system. The microgrid grid controller dis-
patches the BESS when the loss of PV inverters increases
real power mismatch. The following subsections will discuss
the problem’s setup and describe the individual subsystems
involved in the proposed data-driven solution to delays.

A. Power System Model

A networked microgrid system is derived from a modified
version of the IEEE 123-node test system. Three microgrids
are delineated as shown in Fig. 2 with two microgrids having
PV and BESS Inverter-based resources. The objective of the
BESS is to offset the variability of PV and ensure that
frequency limits are met during periods of low PV availability.
The power system model is developed in the GridLAB-D
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simulation environment and provides detailed inverter, diesel
generator (DG), feeder configuration, and end-use load mod-
els. GridLAB-D simulator solves the full unbalanced three-
phase power flow using the method described in [27] and
is run in delta-mode to observe the sub-second frequency
response of the inverters and generators. Figure 3 shows the
field implementation of the proposed setup.

Fig. 2. Modified 123 node system representing networked microgrid archi-
tecture

Fig. 3. Block diagram showing the field implementation of the proposed
delay tolerant control scheme

Each BESS has a local controller that receives the individual
BESS setpoints calculated by the centralized microgrid con-
troller (MGC) and assesses the validity of the setpoint based
on the data-driven model acquired by terminal frequency mea-
surements. The power system model also has loads equipped
with Grid FriendlyTM Appliance (GFA) controllers with under-
frequency load shedding (UFLS) function, which respond to
frequency setpoints and shed in response to under-frequency
events [28], thereby supporting the resilient operation of
microgrids.

B. Communication System Model

Each DER in the microgrid setup is assumed to be attached
to a communication node that can receive measurement signals
from the DER or control signals from the centralized MGC.

The communication networked is modeled in NS-3 as a
simplified star architecture with the centralized MGC with
point-to-point links connecting each measurement node to the
MGC node. We assume that the communication channels also
share data not specific to the application to be analyzed. To
introduce delays in the communication network, we simulate a
network congestion scenario where dummy nodes in NS-3 use
shared point-to-point links to send and receive large volumes
of junk data.

C. Centralized Controller

The control algorithm to mitigate the PV variability by
dispatching BESS devices to offset said variability is presented
in [24]. The authors in [24] present the algorithm as a method
to respond to PV outage in electrically distant portions of
the microgrid and to dispatch BESS fairly without stressing
any specific device. The loss of PV causes a real power
imbalance in the system and subsequently causes system fre-
quency to drop. In such cases, the control algorithm calculates
the power imbalance from measurement received remotely
through communication channels, computes new dispatch set
points for the BESS to offset the lost PV, and transmits the
new setpoint as an actuation signal to the respective BESS
inverters. The control algorithm is analogous to the secondary
or tertiary frequency control in bulk power systems. The real
power measurements from each DG, PV, BESS (represented
as subscript B), and loads (L) is received by the controller,
and the power imbalance ∆PImb is computed as,

∆PImb =

NDG∑
i=1

P i
DG +

NPV∑
j=1

P j
PV +

NB∑
k=1

P k
B −

NL∑
l=1

P l
L (1)

For each BESS Bk with a rating of P k,R
B , the available

flexibility margin, ∆P k
B , is calculated as,

∆P k
B = P k,R

B − P k
B (2)

The centralized controller computes the new BESS setpoints
to compensate for the drop in generation, by maintaining the
combined output of the PV generation and BESS output near
set value maintaining the frequency within the acceptable lim-
its. The BESS dispatch coefficient αk, which is computed from
the available margin, provides a new setpoint to individual
BESS resources without stressing any particular BESS.

max ·
NB∑
k=1

αk ∗∆P k
B (3)

subject to the following constraints:

NB∑
k=1

P k
B = ∆PImb

∆P k
B + P k

B ≤ ∆P k,R
B

∆P k
B ≤ ∆PImb∑NB

k=1 ∆P k
B

∗∆P k
B

(4)
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The αk term is a scalar that is proportional to the available
dispatch margin of each individual battery and inversely
proportional to the total power imbalance.

αk =
∆P k

B

∆PImb
(5)

Once αk is computed, the dispatch signal for each battery
is relayed to the corresponding BESS via the communication
link.

D. Terminal Controller

The proposed framework uses frequency prediction from the
DMD algorithm based on the data-driven model derived from
successful historical control. A voltage source inverter (VSI)
control is utilized where the inverter emulates a synchronous
machine and dispatches a new real power setpoint based on
the droop. The droop equation for frequency regulation is,

f − f0 = −kp(PB − P 0
B) (6)

f0 and P 0
B are the nominal frequency and momentary

battery setpoints. The frequency droop control characteristics
are shown in Fig. 4.

Fig. 4. Frequency droop control characteristics

E. HELICS co-simulation Platform

Each simulator used in this work is integrated into the
HELICS co-simulation platform [25]. HELICS is an open-
source, flexible, scalable framework that allows for the inte-
gration of multiple federates such as the setup used in this
work. We use GridLAB-D for the distribution system power
flow simulation, NS-3 for communication network simulation,
and Python to simulate the control algorithms. The setup of
the co-simulation is presented in Fig. 5.

HELICS provides time coordination for all the federates and
facilitates message passing between the resources in GridLAB-
D and the controller agents in the centralized controller. Each
measurement and control point in GridLAB-D is initialized
as a message federate. The message federate definition uses
endpoints to send measurements and dispatch setpoints be-
tween the GridLAB-D, NS-3, and python simulators. Since
the GridLAB-D and NS-3 simulators operate at different time
steps, the HELICS broker allows the simulators to advance,
only halting to synchronize as necessary or if messages are

Fig. 5. Federate setup for co-simulation

sent or received. Figure 6 shows the overview of the proposed
work. The simulation module (GridLAB-D) runs the power
flow and dynamic simulation for the IEEE 123 node feeder
based microgrid model. The data, observer and controller
modules are coded in python. The data model performs the
DMD based frequency prediction, explained in the following
section. The observer module makes the decision if the inverter
needs to work based on the dispatch signal from the central-
ized remote controller or the local controller using terminal
measurements. The dispatch signals that are calculated by the
remote controller are relayed via the NS-3 communication
network.

F. Dynamic Mode Decomposition

The fundamental idea forming the basis of the proposed
framework is the use of a data-driven model of the dynamic
system to forecast system states that indicate the successful or
unsuccessful operation of the control algorithm. We assume
that the deviations from the forecasts presented by the data-
driven model and the terminal measurements seen at the
inverter device are primarily due to maloperation caused
by communication system delays. The time-series frequency
measurement at the terminal of the inverter device is collected
for the successful operation of the control algorithm and
serves as the baseline data for developing the data-driven
model. The data-driven model is derived via Dynamic Mode
Decomposition (DMD) [29]. The eigenvalue decomposition
of DMD allows for spectral analysis of the linear dynamics
of the system. The time-series data used to derive the model
of a successfully controlled system is the terminal frequency
measured at the BESS inverter. The DMD creates a forced
linear system approximation of the dominant modes and
frequency of the non-linear frequency measurements. These
modes and frequencies are approximations of the modes and
eigenvalues of the Koopman operator K. The DMD of the
univariate time series analysis of frequency is performed as
follows:

1) Hankelization: The time series terminal frequency mea-
sure f = [f1, f2,. . . ,fN ] is univariate with N measurements and
is assumed to be contaminated with measurement noise. The
first step in recovering the dominant signal of interest is to use
projective subspace techniques to remove noise contribution to
the signal [30]. Time embedding of f transforms the univariate
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Fig. 6. Overview of Proposed Work to Enable Delay Tolerance in Smart Grid Applications

vector into a multi-dimensional trajectory matrix F of size
K × L.

F = [f1, f2, . . . , fL] ∈ RK (7)

fn = [fn, fn+1, . . . , fn+K−1]
N (8)

where L ∈ [2 ≤ L ≤ N
2 ] and K = N − L+ 1. The trajectory

matrix F is a Hankel matrix and now can be used to derive a
matrix K that maps the fn vector to fn+1. The linear operator
K advances the dynamics one time step forward.

2) Dynamic Mode Decomposition: The matrix K connects
the k-lagged vector at timestep n to the next time step n+1
is the mapping matrix called the Koopman Operator. Since
K is a K ×K matrix, the solution of K is computationally
expensive. The dimensional reduction of K can be achieved
through the DMD at this point [31].

M = [f1,Kf1,K
2f1, . . . ,K

N−1f1] (9)

Since M1 and M2 are now mapped by K,

M2 = KM1 (10)

The dynamic mode decomposition uses the singular value
decomposition (SVD) to solve for M1. SVD factorizes the
M matrix into a composition of three geometrical transforma-
tions, viz., U - the unitary matrix, V∗ - the complex unitary
matrix, and Σ - the scaling matrix.

Substituting for M1 in (10),

M2 = KUΣV∗ (11)

3) Predicting Frequency evolution using DMD: Using the
Arnoldi iteration as K form a Krylov span, the companion
matrix H can be substituted to replace the higher dimensional
K.

H̃ω = σω (12)

KU ≈ UH̃ (13)

KU ≈ Uωσω−1 (14)
K(Uσ) ≈ (Uσ)σ (15)

σ presents the growth and/or decay rates and frequencies
for the DMD modes. Using the initial conditions, f1 can be
used to determine the scaling factor b as

f1 = Ψb (16)

and b can be solved for using the Moore-Penrose pseudo-
inverse,

b = (Ψ ∗Ψ)−1Ψ ∗ f1 (17)

the predicted frequency can be reconstructed by multiplying
b,

F̂ = Ψ(V ◦ b) (18)

G. Degraded Operational Performance Detection using Data-
Driven Model

The centralized controller maintains the system stability
by offsetting PV variability by dispatch the BESS using (5).
However, when the communication network is experiencing
high latency, the dispatch signal is delayed in reaching the
BESS, preventing the successful execution of the control ac-
tion. The low active power in the system causes the frequency
to drop, and by the frequency setpoints defined by IEEE 1547
[32]for DERs, the remaining PV and BESS inverters drop out,
causing system instability. During dynamic events, like the
large change in PV output, the primary operational challenge
is to maintain frequency stability [33], [34].

To compensate for the maloperation due to delay, we use
the data-driven model from the DMD to predict frequency
evolution using the terminal frequency measured as the initial
conditions. The previous successful operation of the central-
ized control is fed as training data to the DMD module, and the
K Koopman operator is obtained. Subsequently, the frequency
predictions F̂ are compared with the measured frequency at the
terminal controller. Norm-1 and Norm-2 errors are calculated
between the measured and predicted frequency for each time
step of the operation. Norm-1 error is the error between the
sum of the absolute values of the measured and predicted
frequency and Norm-2 is the error between the mean-square of
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the measured and predicted frequency. The deviation from the
measured and predicted frequency indicates the unsuccessful
operation of the control, prompting the local controller to
dispatch the setpoint provided via (6). When the deviations
return to the acceptable range, the centralized MGC resumes
being the primary controller in the scheme, ensuring that
new setpoints based on the optimization are issued without
stressing any particular resource.

IV. RESULTS AND DISCUSSION

This section presents the test system and the operation of the
delay-tolerant controller for the different modes of operation
under two use cases.

A. Simulation Setup
The IEEE 123-node test system [35] is modified to represent

three networked microgrids. Microgrids 1 and 2 have a com-
bination of DG, PV, and BESS resources. The grid-following
PV inverters were sized to pick up a significant amount of
load during normal operating conditions. This ensures that
the control algorithm can stress the generation dispatch of the
BESS resources and make it more sensitive to delays in the
battery actuation. If the loss of PV causes the frequency to
drop below 56.5Hz, the IEEE 1547-2018 Standard specifies a
clearing time of 160ms at which all DERs are required to trip.

The GridLAB-D simulation is set up such that at the
simulation start, the test system is grid-connected and is
allowed to operate at the rated frequency. At t = 500ms, an
event generation trigger disconnects the utility bus at 150 by
opening switch 13-152, initiating the islanding.

Switches 18-135, and 97-197 to form the networked micro-
grid MG-1 and MG-2, and the operation of switches 60-160
and 54-94 to form an individual island MG-3. Simultaneously,
the microgrids are disconnected from being networked via the
opening of switch 151-300, and since MG-3 does not have
any dispatchable resource, it is entirely disconnected from the
system. Subsequently, the system is now allowed to brought up
to steady-state by the dispatch of the BESS and DGs to supply
loads and maintain system frequency. The simulations run for
8000ms, with the loss of PV occurring at t = 4000ms. Three
use cases evaluate the effect of system delays on the microgrid
operation. The co-simulation was set up with GridLAB-D
v4.3, NS-3 v3.3, Python 3.8, and Helics v2.7 on a violet Hat
Linux server with 32 GB RAM, and 32 Core processor.

B. Case 1: System operation in Ideal Communication Network
In Case 1, the centralized controller successfully operates

when an idealized communication network can operate with a
fixed delay attribute typical to a point-to-point communication
link. The fixed delay is due to the communication link delay
plus the process delays due to the simulation of the NS-3
model and python optimization controller codes. The delay is
low enough for the controller to receive the real power mea-
surements from the GridLAB-D measurement endpoints, run
the optimization and send the new setpoints to the GridLAB-
D BESS endpoints within time such that the system was able
to ride through the frequency drop contingency and maintain
system stability as seen in Fig. 7.
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Fig. 7. Frequency of the system during ideal communications and successful
operation of BESS

C. Training of the DMD model

Once the co-simulation of the power system model, com-
munication system model and the centralized controller is
performed for the system operation in an ideal communication
network, data points of the terminal measurements of the
inverter device are collected. As explained in section III-F,
the time-series frequency measured at the inverter is used to
train the DMD model. The trained model can now be used to
predict the evolution of frequency in the absence of a control
signal from the centralized control which is assumed to be due
to latency in the communication network. The DMD model
for each inverter resides in the terminal controller block that
continuously tracks the difference between the measured and
predicted frequency for each time step of the co-simulation.
The terminal controller block is set up in the co-simulation as
python federate that has end-points set up to read the measured
terminal frequency of the controller for each time-step of the
co-simulation.

D. Case 2: System operation in High Latency Communication
Network with GFA operation

For Case 2, the same simulation setup is run in a non-
ideal communication network where increased network traffic
causes high delay. In addition to identical propagation and pro-
cess delays seen in the ideal network, the network congestion
introduces a high delay of around 200ms. The delay causes
the frequency to drop below 57.2 Hz before the BESS could
respond to the new setpoint signal. As mentioned earlier, the
GFA loads capable of UFLS trip in response to the under-
frequency contingency of 57.5Hz and 300 kW of GFA loads
are lost as shown in Fig. 8. The action prevents the loss of
system stability, but results in the loss of loads.
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Fig. 8. Frequency of the system during non-ideal communications with GFA
operation

E. Case 3: System operation in High Latency Communication
Network without GFA operation

In Case 3, the communication network delay causes the
frequency to drop below the threshold of 56.5 Hz for 160s,
causing the IEEE 1547 compliant inverters to trip in response
to the under-frequency event as shown in Fig. 9. This is the
worst-case scenario where the system stability is lost, and the
entire microgrid experiences a blackout. The frequency trace in
Fig. 9 stops around 4200ms due to the tripping of the inverters
in GridLAB-D, causing the co-simulation to fail.

F. Operation of the Delay Tolerant Controller

The previous co-simulation results showed demonstrably
that delays in the communication network cause the system
to lose stability. The local controller at the BESS uses the
time series frequency measurements obtained through the suc-
cessful operation of the controller and builds the DMD-based
linear operator for the prediction of frequency. A software
trigger starts the prediction of frequency based on the previous
successful operation. The result of the prediction block is
shown in Fig. 10. The results indicate that the actuation of
the BESS in regulating frequency is demonstrably reflected in
the DMD-based frequency prediction. The local controller also
concurrently calculates the new setpoint for the BESS based
on the terminal frequency measurement per (6).

The observer block continuously monitors the two fre-
quency data points: one measured at the terminal of the
BESS and the other predicted via the DMD algorithm. These
two data sets are analyzed for deviation, and the magnitude
deviation allows the controller to identify the maloperation
of the system due to communication system delay. Once the
trajectory of the prediction shifts considerably from that of the
measured frequency, the local controller accepts the internally
calculated new dispatch setpoint for the BESS and discards
the setpoint issued by the MGC. This causes the frequency to
return to the nominal value, and the observer block returns
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Fig. 9. Frequency of the system during ideal communications and successful
operation of BESS

control to the MGC. The delay-tolerant control operation
prevents loss of loads, as seen in both Case 2 and Case 3.
The loss of GFA loads is averted if a ULFS scheme exists,
and a total microgrid outage is avoided if a UFLS scheme
does not exist.

Two cases were studied with the delay-tolerant controls
enabled. In Case A, the GFA loads are turned off, and the
system behaves similar to Case 3. The DMD-based frequency
prediction is compared with the terminal frequency at the
BESS, and at times of high deviation, the operating mode
of the system goes from 0 to 1, indicating a change from
the centralized MGC to the local controller. Therefore, the
local controller issues a more conservative battery dispatch
value based on the droop and the BESS reserve capacity in
the same time periods. The results of the Case A simulations
are consolidated in Fig. 11.

0 1000 2000 3000 4000 5000 6000 7000 8000

Time (ms)

57.5

58

58.5

59

59.5

60

60.5

F
re

q
u
en

cy
 (

H
z)

Training Data

DMD prediction

Fig. 10. DMD prediction of Frequency Evolution of Successful operation of
BESS during Ideal Communications
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Fig. 11. Use case A: System operation is maintained with delay tolerant controller in high latency communication network. Dotted violet line in frequency
plot is the predicted frequency to which the delay tolerant controller issues new set-points. Without delay tolerant control, the simulation fails around 4300
ms.
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Fig. 12. Use Case B: Delay tolerant controller tracks predicted frequency and issues new setpoints to BESS. Though there is no loss of system stability in
this use case, loss of GFA loads is prevented through the action of the delay tolerant controller.

For Case B, shown in Fig. 12, the communication network
is congested to present a large latency value (≈ 1000ms). The
GFA loads are also enabled. As a result, without delay-tolerant
controls, the BESS will have failed to respond to the MGC
dispatch value, prompting the GFA loads to trip. At around 1s
after the PV drops off, the BESS receives the MGC dispatch
value, and the real power support provided by the BESS up-

regulates the frequency to the nominal value. However, this
would have caused the GFA loads to have tripped at 57.5 Hz,
causing 300kW of load loss. With the delay-tolerant operation,
the observer block can identify deviation in the frequency
trajectory and dispatches the droop-based real power setpoint
to the BESS when the deviation threshold is met. This instantly
brings the system back to nominal frequency, and the load loss
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due to GFA operation is avoided.
For both cases, the DMD algorithm is computationally fast

and was able to predict the evolution of the inverter frequency
for 200 time-steps in 4.19 milliseconds.

The resiliency scenario based on loss of load is shown
in Fig. 13. The results indicate the preservation of resilient
operation under communication network degradation with the
use of the proposed delay-tolerant control algorithm. While the
same microgrid operation lost 580kW without GFA enabled
and 300kW with GFA enabled loads, the scenario did not
see any loss of loads, in comparison, maintaining stability
throughout the simulation time.
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Fig. 13. Loads lost under different scenarios. No loss of load experienced
when delay tolerant controller is implemented.

V. CONCLUSIONS

Microgrid resiliency increasingly relies on advanced con-
trols executed over communication networks. However, la-
tency in these communication networks can cause such con-
trols to fail or work with reduced performance, thereby de-
creasing microgrid resiliency significantly. This paper pro-
poses a data-driven algorithm to ensure the successful oper-
ation of controls to address this limitation. A HELICS co-
simulation framework models and simulation is used for a
specific use-case that demonstrably fails due to increased
communication delays. A dynamic mode decomposition-based
algorithm for predicting the evolution of frequency during a
high impact, dynamic event (loss of PV resource), based on
the successful historical operation, tracks the communication-
assisted control’s performance. The algorithm compares the
predicted and measured frequency and selects between the
BESS setpoint relayed via a communication system and a
setpoint calculated locally at the inverter level based on
terminal frequency measurement. With simulated delays in
the communication system model, the algorithm prevents
the loss of system stability by providing backup control of
the BESS inverter resource. The proposed framework can
assist system planners to economically under-design specific
resources that can be supplemented by the resiliency-driven

advanced controls capabilities. Delay tolerance can be utilized
effectively when communication-assisted controls are layered
onto existing legacy communication systems where utilities
can face budgetary constraints in commissioning dedicated,
high-reliability communication networks. The DMD algorithm
provides improved insights into the non-successful control
behavior of the system by accommodating the learned actu-
ation of the central controller in a delayed communication
system. In the future, other prediction algorithms for non-
linear system evolution would be studied. Other use-cases that
are sensitive to delays would also be explored and impact
on BESS degradation will be analyzed with the proposed
algorithm.
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