DIRECTIVE 5.28

Issued Date:01-25-13 Effective Date:01-25-13 Updated Date: 04-07-16

SUBJECT: SUSPICIOUS ACTIVITY REPORTING RELATING TO TERRORISM

1. PURPOSE

A

To track and document reported or observed activity and behavior indicative of
criminal activities associated with terrorism, including but not limited to intelligence
gathering or preoperational planning, while protecting the constitutional rights of all
people.

The Nationwide SARS Initiative (NSI) Suspicious Activity Reporting (SAR) was
developed in response to the need for a nationwide capacity for federal, state, local,
tribal and territorial law enforcement agencies to share information that could detect,
prevent or deter a terrorist attack.

A

DEFINITIONS

Terrorism Investigation: Any investigation into reported or observed activity and or
behavior that, based on an officer’s training and experience, is reasonably believed to
be indicative of intelligence gathering or preoperational planning related to terrorism.

Terrorism - The calculated use of unlawful violence or threat of unlawful violence to
inculcate fear; intended to coerce or to intimidate governments or societies in the
pursuit of goals that are generally political, religious, or ideological.

Suspicious Activity Report — The official documentation of reported or observed
activity and/or behavior reasonably believed to be indicative of criminal intelligence
gathering or preoperational planning related to terrorism. The Vehicle or Pedestrian
Investigation Report (75-48A) shall be used to document this information.

Probable Cause - Facts and circumstances which would support a reasonable belief that

a crime has been committed and that the person to be arrested committed the crime.
Probable cause involves an examination of all the facts and circumstances known to the
officer at the time of an event.
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E. Reasonable Suspicion - The standard of proof necessary for a police officer to engage

in a temporary investigatory detention of an individual. While reasonable suspicion is a
lesser standard of proof than probable cause, it must be supported by specific and
articulable facts for suspecting a person of criminal activity. Each individual fact or
observation alone may be as consistent with lawful conduct as it is with criminal
activity. However, the combination of several different facts and observations would
lead to a reasonable belief that illegal activity is taking place.

Frisk of the Person or Vehicle - A frisk of a person (also called a Pat Down) is a search
of a person's outer clothing where a police officer runs their hands along the outer
garments to detect any concealed weapons, but not for any evidence or other
contraband. A frisk of a vehicle (also called a Cursory Vehicle Search) is a search of
the passenger compartment of a motor vehicle limited only to those areas in which a
weapon may be placed. Police may only frisk a person or vehicle lawfully stopped
when the officer has additional reasonable suspicion to believe that the person detained
may be armed.

3. REPORTING PROCEDURES

A

All Suspicious Activity Reports (SARS) (75-48A Reports) will be recorded in the
Electronic 75-48A system. Paper versions of this report may be used as “working
copies” from which either the investigating officer or personnel designated by the ORS
may later input the information into the Electronic 75-48A system.

Suspicious Activity Reports (75-48A Report) will have the following Philadelphia
Police Department Incident Classification Code:

3118 — Suspicious Activity Report Relating to Terrorism

A District Control (DC) number will be required for each Suspicious Activity Report
(75-48A — Coded 3118) submitted. A separate Complaint or Incident Report (75-48)
WILL NOT be required. The 75-48A will be a substitute for this report. However, if a
pedestrian or vehicle stop is made based on a terrorism investigation and the stop
escalates into an arrest, the officer will be required to complete both a 75-48 for the
arrest and the Suspicious Activity Report (75-48A — Coded 3118) for the underlying
Terrorism Investigation. Two sets of DC numbers will be obtained; one set for the
arrest 75-48 and one for the Suspicious Activity Report (75-48A).

NOTE: Inorder to track Suspicious Activity Related to Terrorism investigations
involving arrests, the arrest 75-48 and the Suspicious Activity Report (75-
48A) must be cross-referenced by DC number. EXAMPLE: “Refer to DC
Number on 75-48A” and “Refer to DC Number on
75-48”.
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D. When an arrest has been made that originated from a Terrorism Investigation, the
arresting officer will print a copy of the Electronic 75-48A Report and deliver the copy
to the assigned detective. This will become part of the discovery package.

E.  Anofficer preparing a Suspicious Activity Report (75-48A) will complete all
RELEVANT boxes except those which are the responsibility of the Operations Room
Supervisor (ORS).

NOTE: In many cases, no individuals will be stopped or detained, but a witness
may supply information or the officers may simply document certain observed
activity. In these cases, there will be no name or other personal information to
insert into the 75-48A Report. In these cases, “N/A” shall be inserted into the
appropriate box. The “Other Info” box shall be used to record the information
received and/or the witness’s observed activity. If information is received
from a witness, the witness’s name and relevant information shall be inserted
into the “Victim/Witness” box in the “Ped Stop Section”

F.  If an officer is investigating an unoccupied vehicle and the vehicle is determined to be
stolen, and reasonable suspicion exists to believe the vehicle is also involved in
Terrorist Activities, the officer will be required to complete both a 75-48 for the
recovered stolen vehicle and the Suspicious Activity Report (75-48A — Coded 3118).
Two sets of DC numbers will be obtained; one set for the recovered vehicle 75-48 and
one for the Suspicious Activity Report (75-48A).

NOTE: Inorder to track Suspicious Activity Related to Terrorism investigations
involving recovered stolen vehicles, the recovered vehicle 75-48 and the
Suspicious Activity Report (75-48A) must be cross-referenced by DC
number. EXAMPLE: “Refer to DC Number on 75-48A” and
“Refer to DC Number on 75-48”.

4. PREPARATION OF THE SUSPICIOUS ACTIVITY REPORT (75-48A REPORT)

A. “GENERAL INFORMATION” SECTION - The officer preparing the Suspicious
Activity Report (75-48A) will obtain and insert the following information in the
appropriate block on the face of the report. The information to be inserted in the
appropriate block is as follows:

1. “Year” - year in which the report is taken.
2. “District of Occurrence” - district in which the investigation occurred.

3. “Sector/PSA” - the Police Service Area (PSA) in which the investigation took
place.

4. *“District” - district of assignment of the reporting officer.
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6.

7.

“Vehicle Number” - number of the vehicle to which preparing officer is assigned.
(Use “FB” for foot beat, “PC” for plainclothes, unless a tactical number is being
used.)

“Report Date” - the date the investigation takes place.

“Type of Stop” - check SAR/Terrorism.

NOTE: This box will be checked in all circumstances (pedestrian, vehicle or

10.

11.

12.

13.

14.

15.

16.

informational) where an officer reasonably believes there is an indication of
suspicious activity related to terrorism.

Additionally, if the SAR/Terrorism box is not present on a paper 75-48A, the
investigating officer will clearly write “SAR/Terrorism” across the top of the
form.
“Location of Occurrence” - the exact numerical location where the investigation
occurred. Also, check the appropriate box whether the investigation occurred
inside or outside.
“Time Out” - the time Police Radio is notified of the investigation.
“Time In” - upon completion of investigation, the time Police Radio was notified.

“Date/Time of Occurrence” - the date of the investigation and time (AM or PM) of
the investigation.

“Date/Time of release or arrest” - the time the operator or pedestrian was released
or operator and/or occupant(s) were placed under arrest (check AM or PM).

“Name of Pedestrian or Operator” — If applicable, the full name of the operator or
pedestrian. If other occupants are in a vehicle or additional pedestrians are present
and separate reasonable suspicion exists to investigate and detain those individuals
for Terrorism Activity, the appropriate information will be inserted in the
additional space provided. The original DC number will be used for any pedestrian
investigations of any occupants (Coded 3118).

“Sex” - male or female.

“Age” - actual age of the operator or pedestrian.

“DOB” - date of birth of the operator or pedestrian.
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17.

18.

19.

20.

21.

22,

23.

24,

“Race” - the race of the operator or pedestrian (W - White: B - Black; A - Asian,
Pacific Islander; | - American Indian/Alaskan Native).

“Latino” — check either “yes” or “no”.

“Address Number” - insert the exact numerical address and street name, city, state,
and ZIP code, if known, in the appropriate boxes (insert apartment number or letter
if applicable).

“Dist. Res.” - district in which operator or pedestrian lives.

“Nickname” - insert if known.

“SSN” - insert the last four (4) digits of the operator’s or pedestrian’s Social
Security number, if known. (Note: due to the rise of identity theft, many
individuals may be unwilling or outright refuse to provide this information.
Officers will simply insert “refused” in the block.)

“Operator’s License Number” --include number and state.

“Physical Description” - estimate the height, weight, physical build, facial hair,

eye color, hair color, complexion, and clothing information in the appropriate
boxes.

. PEDESTRIAN INVESTIGATION SECTION (“PED STOP”) - If a pedestrian
investigation is conducted based upon reasonable suspicion of terrorist activity, the
“Other Reason for Stop” box must be checked. In the “Describe fully - Including
Suspected Crime” box, all the facts and circumstances that created the reasonable
suspicion of terrorist activity must be documented.

NOTE: Ifa pedestrian investigation is conducted based upon reasonable suspicion of

criminal activity or other illegal activity and additional reasonable suspicion is
developed during the stop that the pedestrian is involved in terrorist activities,
the Pedestrian or Vehicle Investigation Report (75-48A) shall be completed
according to Directive 12.11 —Appendix B and the additional reasonable
suspicion of terrorist activity shall be inserted into the “Other Info” box of the
75-48A. The Report shall be coded 3118.

The “Arrest” box must be marked accordingly (i.e. yes or no).

If an arrest was made, the DC Number of the arrest should be cross-referenced on
both the 75-48A and the Arrest 75-48.

If an arrest was made, the appropriate information regarding the victim/ witness
should be inserted accordingly.
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C. VEHICLE INVESTIGATION SECTION (“VEHICLE STOP”) - If a vehicle
investigation is conducted based upon reasonable suspicion that the occupant(s) of the
vehicle is/are involved in terrorist activity, the “Vehicle Involved in Criminal Activity”
box must be checked. In the “Describe fully - Including Suspected Crime” box, all the
facts and circumstances that created the reasonable suspicion of terrorist activity must
be documented. All available vehicle information should be inserted accordingly.

NOTE: If a vehicle investigation is conducted based upon reasonable suspicion of

criminal activity or other illegal activity and reasonable suspicion is developed
during the stop that the occupant(s) is/are involved in terrorist activities, the
Pedestrian or Vehicle Investigation Report (75-48A) shall be completed
according to Directive 12.11 —Appendix B. The additional reasonable
suspicion of terrorist activity shall be inserted into the “Other Info” box of
the 75-48A and the Report shall be coded 3118

The “Arrest” box must be marked accordingly (i.e. yes or no).

If an arrest was made, the DC Number of the arrest should be cross-referenced
on both the 75-48A and the Arrest 75-48.

If an arrest was made, the appropriate information regarding the victim/ witness
should be inserted accordingly (see, Ped Stop Section of 75-48A).

D. “SEARCH AND SEIZURE SECTION” - For all Suspicious Activity Reports (75-48A

Reports) involving Pedestrian and Vehicle Stops made, a “YES” or “NO” response is
required for each box in this section.

1.

“Individual/Vehicle Frisked” Box: Officers must indicate whether a “frisk” was
conducted. If a Frisk/Pat-Down was conducted, officers must articulate, in the
space provided, what additional specific facts and circumstances existed that
created a fear the person stopped may be armed with a weapon.

“Individual/Vehicle Searched” Box: Officers must indicate whether a search was
conducted. If a search was conducted, officers must articulate, in the space
provided, the probable cause and the exception to the general warrant requirement
relied upon (incident to an arrest, weapon recovered from a frisk, consent, etc.)

a. A “search” of a person includes, but is not limited to, reaching into, under, or
around the clothing of individual. A “search” also includes entering into any
packages or containers that an individual may have in their possession.

b. A “search” of a vehicle involves, but is not limited to, looking or reaching into,
under, or behind any part of the vehicle beyond a cursory scan.
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c. Generally, all searches require a warrant unless they fall within one of the
recognized exceptions created by the United States Supreme Court. The
recognized exceptions include:

1. Searches conducted incident to a lawful arrest;

2. Searches conducted pursuant to probable cause when exigent
circumstances are present;

3. Searches of motor vehicles based upon probable cause when exigent
circumstances are present;

NOTE: In Pennsylvania, the fact that a vehicle is mobile is not a valid
exigency to excuse the warrant requirement. Pennsylvania law and
federal law are different on this issue. Officers must adhere to rulings
of the Pennsylvania Courts.

4. Searches conducted for the purpose of cataloging an individual’s property
through an established inventory process; and

5. Searches conducted pursuant to a valid consent.

NOTE: If a search is conducted without a warrant, the officer will record the
facts and circumstances and indicate which recognized exception to the
warrant requirement was relied upon for the search.

3. “Evidence/Contraband Recovered” Box: Officers must indicate what, if any,
evidence/ contraband was recovered and from where it was recovered from the
person or the vehicle.

E. “MISCELLANEQOUS” SECTION

1. The name, payroll number, badge number and district or unit of assignment of the
Officers preparing the 75-48A Report must be inserted legibly. The supervisor
reviewing the 75-48A Report must insert their name, payroll number and district or
unit of assignment.

2. The purpose of the supervisory signature is not to approve of the contents of
the individual 75-48A Report, but rather to verify that the report was
reviewed. It is the responsibility of reviewing supervisors to take the necessary
actions, such as training, counseling or discipline when errors or deficiencies are
identified.
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F. “OTHER INFO” SECTION

In many cases, no individuals will be stopped or detained. A witness may supply
information or the officers may observe activity they believe is related to Terrorist
Activity. In these cases, the “Other Info” shall be used to insert all relevant
investigative information.

NOTE: In cases where no individuals are being detained, the minimum standard of
reasonable suspicion is not required for the officer to submit information
received or observed related to possible Terrorist Activities. Tips, anonymous
information or observed activity that would not, otherwise rise to an
investigative detention, may be submitted via a Suspicious Activity Report
(75-48A Report).

5. OPERATIONS ROOM SUPERVISORS (O.R.S.) RESPONSIBILITIES

A. Certain information in the “General Section” of the Suspicious Activity Report (75-
48A Report) will be automatically populated. All other information will be inserted by
the investigating officer in the appropriate blocks.

1. The O.R.S. will ensure that Suspicious Activity Reports are coded in accordance
with the Philadelphia Police Department’s Incident Classification Manual, which
are as follows:

3118 — Suspicious Activity Report Relating to Terrorism

2. Type - use premise codes as listed in Philadelphia Police Department’s Incident
Classification Manual.

3. Day Code: use the correct number for the day of occurrence as follows:
Monday - 1, Tuesday - 2, Wednesday - 3, Thursday - 4, Friday - 5, Saturday - 6,
Sunday - 7.

4. Ensure that the information inserted into the Electronic 75-48A system is accurate
and complete. If applicable, enter age, race, Latino (yes or no), sex of person
investigated, and payroll number of the investigating officer. If a two-officer
vehicle has conducted the investigation, each payroll number shall be entered into
the Electronic 75-48A system.

6. PATROL SUPERVISORS RESPONSIBILITIES
A. Patrol supervisors will review each Suspicious Activity Report (75-48A) to ensure all
required information is present, legible, and accurate and will sign the report in the
appropriate area.
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B. If an investigative detention was conducted, patrol supervisors will evaluate the
reasonable suspicion and/or probable cause indicated.

C. Ifaninvestigative detention was conducted and the supervisor determines that the
investigation is not fully supported by either reasonable suspicion or probable cause,
the supervisor will take whatever corrective action is necessary such as counseling, re-
training, or formal discipline.

D. Within three (3) calendar days from the date of the Suspicious Activity Report (75-48A
Report), the squad supervisors will be required to review all Suspicious Activity
Reports (75-48A Reports) generated by Officers under their supervision before the
reports can be officially entered into the Electronic 75-48A system. In the absence of a
squad supervisor, the ORS shall review the Suspicious Activity Reports (75-48A
Report) and make entries into the Electronic 75-48A system.

E. Supervisors will have the limited ability to correct minor errors discovered in the
“General Section” which includes time, location, coding and biographical
information of the individual stopped and the “Miscellaneous Section” which includes
the identification information of the investigating Officer(s).

NOTE: Should any corrections be made by a supervisor, a “Comment” box will
appear. Supervisors shall indicate in this area, the exact changes that were
made and why.

F. All other information in the Suspicious Activity Report (75-48A Report) will be locked
once entered into the Electronic 75-48A system.

DISTRICT/UNIT COMMANDING OFFICER RESPONSIBILITIES

A. Commanding Officers will ensure that any Suspicious Activity Report (75-48A Report)
originating from their districts or special units are completed, reviewed, and properly
entered into the Electronic 75-48A system no later than three (3) calendar days from the
date of occurrence.

NOTE: Any paper or working copies of 75-48A Reports submitted by officers shall be
retained for six (6) months from the date of the stop to ensure the accuracy of
the data submitted by officers to the actual data entered into the Electronic
75-48A system.

B. Commanding Officers will be responsible to review and enter any delinquent

Suspicious Activity Reports (75-48A Reports) not entered into the Electronic 75-48A
system within three (3) calendar days from the date of occurrence.
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8. INVESTIGATIVE UNITS RESPONSIBILITIES

A. Investigative units will conduct the appropriate level of investigation and update the
DVIC with final disposition.

9. DELAWARE VALLEY INTELLIGENCE CENTER (DVIC)

A. All Suspicious Activity Reports, including 75-48A reports placed into the Electronic
75-48A System shall be made available to the Delaware Valley Intelligence Center
(DVIC).

B. The Delaware Valley Intelligence Center shall assess, appraise, verify, and determine
creditability as well as check for accuracy on all Suspicious Activity Report including
75-48A reports to perform the following and will:

1. Be the central repository for all Suspicious Activity Reports.

2. Forward credible Suspicious Activity Reports information to the appropriate
agency (PPD Homeland Security Unit, Philadelphia FBI Joint Terrorism Task
Force (JTTF), or Outside County).

3. Enter all credible Suspicious Activity Reports into the eGuardian.

NOTE: All information provided to the DVIC, according to this policy, shall
comply with the U.S. and Pennsylvania Constitutions, Pennsylvania
Consolidated Statutes, Title 18, Crimes and Offenses, Chapter 91 and
subsections thereof, as well as all applicable federal laws protecting
privacy, civil rights and civil liberties in the collection, use, analysis,
retention, destruction, sharing and disclosure or information. Federal
regulation 28 CFR Part 23 shall be adhered to in the situation wherein it is
applicable to criminal intelligence information.

RELATED PROCEDURES: Directive 12.11, Appendix ‘B,” Vehicle or Pedestrian
Investigation Report (75-48A)

BY COMMAND OF THE POLICE COMMISSIONER

FOOTNOTE GENERAL# DATE SENT REMARKS

*1 0651 04-07-16 Change
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