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PHILADELPHIA POLICE DEPARTMENT DIRECTIVE 7.17

Issued Date:01-29-15 Effective Date:01-29-15 Updated Date:

SUBJECT: DELAWARE VALLEY INTELLIGENCE CENTER UNIT

1. BACKGROUND

A.

The Delaware Valley Intelligence Center Unit (DVIC Unit) is housed in the Delaware
Valley Intelligence Center (DVIC). The Unit’s mission is to facilitate the identification
and recognition of all crimes, all threats and all hazards manmade or natural and to
enhance public safety across the twelve-county, four state Delaware Valley
Metropolitan Statistical Area including Southeastern Pennsylvania, Southern New
Jersey, Northern Delaware and Northeastern Maryland.

Their work is a collaborative endeavor between the region’s governmental, non-
governmental, and private sector partners. To accomplish their mission, the Delaware
Valley Intelligence Unit will leverage existing as well as emerging technologies,
advanced communications, collaboration, and information analysis across the federal,
state, local government and private sector partnerships.

2. PURPOSE

A.

The purpose of the this directive is to establish policy and procedural guidelines for the
Philadelphia Police Department which will enable the Department to gather,
disseminate, and receive information and intelligence to support the all crimes, all
threats and all hazards mission of the Delaware Valley Intelligence Center Unit.

3. POLICY

A.

It is the policy of the Philadelphia Police Department that all intelligence and
associated information will be collected and disseminated in ways that comply with all
laws and regulations to ensure individual privacy, civil rights, and liberties.

. The Philadelphia Police Department shall maximize the sharing of information within

the department and between our partners. This requires that all PPD units provide the
DVIC Unit with all relevant information, analysis, and intelligence. PPD will support
and participate in the regional sharing of information.

The DVIC Unit will assess, analyze, and distribute information that is actionable to
its partners.
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D. The collection, storage, and dissemination of information shall be in accordance with
federal, state, and local laws and conform to the mandates of the Criminal History
Record Information Act 18 Pa. C.S. §. 9101 et seq. (CHRIA) and the Code of Federal
Regulations at 28 CFR Part 23.

DEFINITIONS

A. Delaware Valley Intelligence Center Unit (DVIC Unit): Consists of representatives
from the Philadelphia Police Department assigned to the DVIC Unit, city, state and
federal agencies, public and private entities that work together to accomplish the
mission of regional collaboration, information collection, sharing and analysis.

B. Delaware Valley Intelligence Center (DVIC) - Refers to the physical facility in
which multiple units of the Philadelphia Police Department and partners are located
and help support the overall DVIC Unit’s mission. The Philadelphia Police units
located in the Delaware Valley Intelligence Center include the DVIC Unit,
Philadelphia/Camden High Intensity Drug Trafficking Areas (HIDTA) Watch Center,
Real Time Crime Center, Criminal Intelligence Unit and Homeland Security Unit.

C. Intelligence - Information gathered through a process of collection and review that
is analyzed, maintained and disseminated to appropriate law enforcement personnel
regarding threats, suspicious behavior or activity that constitutes or may lead to a
criminal act as defined by local, state or federal law.

PROCEDURES
A. OPERATIONS
1. In support of Philadelphia and the metropolitan region, the DVIC Unit:

a. Coordinates the Department’s intelligence collection and sharing with the PPD
Units and local, state, federal and regional partners.

b. Serves as the repository for intelligence for the PPD.
c. Provides support to strategic and tactical PPD operations.
d. Interacts routinely and exchanges intelligence with the Philadelphia FBI.

e. Executes an all-threat, all-crimes, all-hazards approach to information sharing
and exchange in ground, maritime, mass transportation and aviation sectors.
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f. Collects information and provides analysis that supports the key intelligence
questions for Philadelphia. These include Terrorism, Homegrown Violent
Extremist (HVE) or Lone Offender as well as crime prevention in the areas of
Drug Trafficking Organizations, Organized Criminal Enterprises, Cyber Crime
and Human/Illicit Smuggling/Trafficking.

g. Supports the protection of Critical Infrastructure and Key Resources (CIKR).

h. Collects, analyzes and disseminates real-time intelligence information to the
appropriate operational and executive elements.

1. Provides regional coordination and assist in de-confliction efforts.

J. Manages all Suspicious Activity Reports (SAR) including the review and
processing of all SAR reports before dissemination to any investigative unit or
federal partner in compliance with the Delaware Valley Intelligence Center
Unit’s Privacy Policy.

k. Provides support for intelligence and evidence based policing and terrorism
prevention efforts through the analysis and dissemination of accurate and
timely information.

. Supports the development and maturation of the public/private sector
partnerships through information sharing, coordination and outreach.

m. Produces Joint Threat Assessments in conjunction with all federal, state and
local partners prior to major events.

n. Supports local and state public and private agencies, as well as the federal
sector, to better forecast and identify emerging crime, terrorism and hazard
trends.

0. Supports multi-disciplinary, risk-based problem-solving approaches to
proactively address terrorism, crime, and hazard threats.

p. Supports community-based public safety initiatives.

q. Provides a continuous flow of intelligence and information to assist public
safety field operations in the region.

r. Uses an all crimes model within the region that supports the migration,
processing and integration of data from a myriad of federated sources to
develop actionable intelligence in a timely fashion, while maintaining the
privacy, civil rights and civil liberties of all people.
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Receives and processes Requests for Information (RFIs) for the PPD and outside
agencies. The Request for Information (RFI) Form 75-643 is used to request
videos, LEADS, ALPR, Tip Search, Social Media and CLEAR. The Request for
Information (Production and Analysis) Form 75-644 is used for requests
involving production and analysis. The forms for these requests are located on
the Police Intranet Homepage and at the end of this directive.

B. SUSPICIOUS ACTIVITY REPORTING

1.

The DVIC Unit manages Suspicious Activity Reporting (SAR) for the Philadelphia
Police Department as described in Directive 5.28. SAR is a key

component in identifying potential indicators of terrorist related activity. The
purpose of suspicious activity reporting is to track and document reported or
observed activity and behavior indicative of criminal activities associated with
terrorism, including but not limited to intelligence gathering or preoperational
planning initiatives. Suspicious Activity Reporting is based on reasonable
suspicion of the observed behavior and is never based on religion, race, citizenship,
place of origin, age, disability, gender, or sexual orientation.

Suspicious Activity Reports (SAR) will be reviewed, processed and maintained by
the DVIC Unit and investigated by the Counter Terrorism Operations Unit,
outside jurisdictional investigative unit and/or the FBI Joint Terrorism Taskforce.
The investigative units will update the DVIC Unit with final disposition on all
SARs. The investigative units will notify the DVIC Unit of a SAR related
investigation to provide the DVIC Unit situational awareness.

C. FUSION LIAISON OFFICER (FLO) PROGRAM

1.

The FLO coordinators (FLO) are assigned to the DVIC Unit and provide real-
time information exchange between field operations, the business sector and the
community to enhance terrorism, crime and all hazard prevention.

The DVIC Unit’s Fusion Liaison Officers (FLO) are assigned to patrol, special
patrol or investigative functions throughout the department. The FLO’s serve as
the key component of information exchange between field operations and the
DVIC Unit which is the foundation of the Department’s information/intelligence
collection platform. Fusion Liaison Officers work in their district or unit of
assignment. In addition to normal patrol duties, these officers under the guidance
of the DVIC FLO coordinators provide updated training and situational awareness
to command level personnel, patrol officers/supervisors and members of the
community.

The information collected by the FLOs will be submitted to the DVIC Unit. The
DVIC Unit analyst will verify the information and provide the information to the
appropriate PPD unit.
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4. The DVIC Unit’s Fusion Liaison Officer Coordinators will be deployed to all

major events and report to the Incident Commander (IC). The coordinators will, as
directed by the IC, facilitate the collection of information and intelligence and will
be the “on-site link” between the major event and DVIC Unit.

D. DVIC UNIT ANALYTIC SECTION

1.

The analytic section of the DVIC Unit is comprised of the following groups:
Counterterrorism, SAR, Cyber, Social Media, Human Trafficking, Critical
Infrastructure Key Resources (CIKR), Maritime and Transit. These groups support
information exchange and intelligence analysis to various community sectors to
include Law Enforcement, Fire/EMS, private sector, Emergency Management and
Public Health. The DVIC Unit utilizes different types of intelligence in its analytic
products to include but not limited to human intelligence, technical intelligence and
geospatial intelligence (See Section 11 “Summary of DVIC Unit Operations™).

Analysts assigned to the DVIC Unit are focused on three primary areas of
Responsibility

a. Criminal/Terrorism Intelligence- Information compiled, analyzed and/or
disseminated in an effort to anticipate, prevent, or monitor criminal/terrorism
related activity.

b. Strategic Intelligence- Information concerning existing patterns or emerging
trends of criminal/terrorism related activity designed to assist in
criminal/terrorist apprehension and crime control strategies, for both short and
long-term investigative goals.

c. Tactical Intelligence- Information regarding a specific criminal/terrorism
related event or organization that can be used immediately by operational units
to further criminal/terrorism investigations, plan tactical operations and provide
for increased officer safety.

NOTE: DVIC Unit Analysts will, every six (6) months, review intelligence
and/or TiPS and those which have been vetted and determined to
have “NO” nexus to criminal activity will be deleted from the DVIC
Units database.

NOTE: The DVIC and RTCC Units will be guided by this directive and their
units SOP’s for information retention and purging guidelines.

E. PHILADELPHIA POLICE DEPARTMENT UNITS

1.

All PPD units will provide the DVIC Unit with any intelligence/information related
to its mission so that the information may be analyzed, stored, correlated and
released to the appropriate entities.
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2. All PPD units will provide the DVIC Unit any information from regional and/or
federal partners that relates to the mission of the DVIC.

3. PPD Radio Communications shall notify the DVIC Unit and the Real Time Crime
Center of all significant incidents occurring in Philadelphia and provide continual
status updates.

F. Director of the Delaware Valley Intelligence Unit shall:

1. Ensure that standard operating procedures are in place and followed to accomplish
the mission of DVIC Unit and the mandates established in this directive.

2. Establish and maintain working relationships with PPD command staff, regional
partners, other law enforcement partners, city, county state and federal partners,
and private entities.

3. Ensure that the Executive Staff of the PPD and partners are kept informed of
emerging trends, breaking incidents, and other intelligence relevant to the security
and safety of the City of Philadelphia.

4. Coordinate information exchange with the Commanding Officer, Criminal
Intelligence Unit, who is designated as the Department’s Intelligence Officer. The
Commanding Officer, Criminal Intelligence Unit is responsible for the
classification, computerization and dissemination of all protected information
classified in CHRIA.

5. Coordinate information exchange with the Commanding Officer, Counter
Terrorism Operations Unit in the Homeland Security Bureau. This coordinated
effort ensures all information related to crime and terrorism is reported in a timely,
consistent and comprehensive manner.

6. The above responsibilities may be delegated but the Director will be accountable
for ensuring that the responsibilities are accomplished.

6. INFORMATION EXCHANGE

A. Several key Philadelphia Police units are located at the DVIC Unit and include the Real
Time Crime Center, the Philadelphia/Camden High Intensity Drug Trafficking Area
Watch Center, the Counter Terrorism Operations Unit, the Criminal Intelligence Unit,
and the Delaware Valley Intelligence Center (DVIC) Unit. The co-locating of these
units facilitate the information and intelligence exchange including situational
awareness reporting, law enforcement de-confliction operations, crime and terrorism
prevention, as well as interagency collaboration and cooperation.
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B. To further enhance information exchange, the DVIC Unit prepares intelligence reports,
threat assessments, executive summaries and snapshot reports to provide and prioritize
situational awareness during emergency and nonemergency situations.

C. The DVIC Unit serves as the central repository and intermediary for regional
information exchange for the PPD. The DVIC Unit is the point of contact for the
Department’s partnerships and interactions with regional partners including, but not
limited to other fusions centers such as the New Jersey Regional Operations
Intelligence Center (ROIC), Pennsylvania Criminal Intelligence Center (PaCIC),
Delaware Information and Analysis Center (DIAC) and the Maryland Coordination
and Analysis Center (MCAC).

D. The DVIC Unit may serve as the Joint Operations Center (JOC) for the Department’s
law enforcement activities and special events. When activated, the DVIC operates a
multi-discipline Joint Operations Center and supports the Managing Director’s Office
forward Command Post CP1.

E. The DVIC Unit provides national connectivity and information exchange through the
National Fusion Center Association utilizing the Homeland Security Information
Network.

INFORMATION CLASSIFICATION

A. The Delaware Valley Intelligence Center Unit’s classifications for distributed products
are the following:

1. UNCLASSIFIED
2. UNCLASSIFIED//FOR OFFICIAL USE ONLY (FOUO)
3. UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE (LES)

CLASSIFIED INFORMATION

A. The DVIC Unit will manage classified information for the PPD. The DVIC Unit
maintains classified information within its secure room. All classified information shall
be managed in accordance with the U.S. Department of Homeland Security and Federal
Bureau of Investigation policies and procedures.

PROTECTION OF CIVIL RIGHTS AND CIVIL LIBERTIES

A. Protecting individual’s privacy, civil rights and civil liberties is paramount. The
Privacy Policy of the DVIC Unit ensures conduct that complies with all applicable
federal, state and local, laws ensuring the protection of individual privacy, civil rights
and civil liberties throughout the information sharing process.
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10. INTELLIGENCE INFORMATION AND THE MEDIA

A. Unless there is expressed authorization from the Police Commissioner or a designated
Deputy Commissioner, the release of any intelligence information or the contents of
an intelligence product to the news media is strictly prohibited.

11. ILLUSTRATION - DVIC OPERATIONS CHART

Summary of Delaware Valley Intelligence Center Unit Operations
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RELATED PROCEDURES: Directive 5.26, Collection and Dissemination of Protected
Information
Directive 5.28,  Suspicious Activity Reporting Relating to
Terrorism

BY COMMAND OF THE POLICE COMMISSIONER
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